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Today is friday 

Please Relax and Enjoy ! 
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3.Defensive codes 
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5.Detecting viruses 


6.A step backward to conclude 
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Part 1 : Malware world in a nutshell



What is a malware ? 
Virus, Worm, Botnet, Dopper, Loader, Ransomware  = Malware  

A malware is a computer 
program that infiltrates a 
digital system without the 
user's knowledge.

Pourquoi tracer ? (1/3)

Définition : l’analyse binaire, c’est

• de l’analyse de programme

• où le programme est inconnu

=� on a juste un blob binaire
Raisons :

• sauts indirects
=� flot de contrôle indécidable

• lectures/écritures indirectes
=� flot de données indécidable

• code auto-modifiant
=� syntaxe indécidable

3 / 32



The attack surface is large

Industry Target System
Manufacturing Production system
Energy Power plant system
Water Water System
Transportation Railway control system, Air traffic, Road 

transportationFinance Core Banking System, ATM
Healthcare hospital
Public safety services Cameras, sensor

Where does malware live ? 
Computer System, Smartphones, IOT & ICS 



What are the purposes behind ?
Extortion
Ransomware (Wannacry, Ryuk), banking Trojan 
(Locky, Dridex) 

Information extraction
APT 28, attack against Equifax (145M victims) 

Income & e-réputations
Spam campaign, Cryptominer 

Defacement & Destruction
TV 5 Monde, attack on EU oct 2016, NoPetya, Stuxnet
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Risks on IT systems
-  Confidentiality

• Loss of company data 
• Loss of personal data  
• Loss credential certificates 

-  Integrity and data modification
• Data encryption (ransomware) 
• Corrupted data 

-  Non Availability of services
• Critical infrastructures 
• Public services may be unavailable 
• Shut-down or destroy a device



Questions

 The big failure of software industries/researches 
 A lot of challenging questions :  
• How to reverse engineer malware ?  
• How to remove obfuscations ?  
• How to recover program semantics ?  
• How to detect malware ? 

• Fundamental aspects 
  Self-replication, Reflection/Reification  
  Self-modification, evolution/adaptation 
  Relationship with biology/Immunology  



Part 2 : Malware lifecycle  
1. Intrusion 
2. Infection 
3. Exploitation



Use Case: Emotet 



Emotet lifecycle

 
2/ Infection

Phase 1 : Loader 
- Check privilege … 
- Manage versionning

1/ Intrusion
- Social engineering : mail phishing with .doc file



 
2/ Infection

- Communicates with a C&C 
- Collect & Exfiltrate data 
- Protocole ; encrypted http Post 
- Update & Download files Phase 1 : Loader 

- Check privilege … 
- Manage versionning

1/ Intrusion
- Social engineering : mail phishing with .doc file

Phase 2 :

Bot Instance



Lateral Move : Emotet lifecycle

3/ Exploitation
- Gather information 
- Load Trickbot 
 

Intrusion

Infection Exploitation



Phase 1 : Loader 
- Protection : injects in legitimate process 
- Evade detection & bypass security 
- Manage versionning

Lateral Move : Emotet loads Trickbot
1/ Infection vector

- Emotet or dropper 
- Or a Vulnerability  
- Or Social engineering  

 

 
2/ Infection

Phase 2    : Bot instance
- Communicates with a C&C 
- Collect & Exfiltrate data 
- Update & Download files 
- Use CVE to Spread 



Lateral Move : Emotet loads Trickbot loads Ryuk

Ransomware 

 



3 tier of a cyber-attack

1/ Intrusion
- Social engineering 
- Attack vector by un-intended interpretation 
- Attack vector by exploiting Bugs  
 
2/ Infection 

- Connect to C&C 
- Protect malware installed 
- Update malware 

3/ Exploitation
- Stealing information 
- DDOS attack 
- Data tampering 
- Download new malware

Lateral move

Post-exploitation

Multi-attack Campaign



An optional short focus on intrusion and more

Il y a plus d’allégresse à assaillir qu’à défendre,  
  Montaigne, les essais



A bug is an attack vector

•  A bug
- A bug is an abnormal behavior 
- Some bugs may be exploited to hijack the execution control 
flow : Vulnerability  

- A vulnerability may be used to run arbitrary code 

 {Stack, Buffer, String}-overflow 

 Remote code execution : Eternal blue, double pulsar … 



CVE : Common vulnerabilities and exposure  
overflow exploits  in 2018

etc ….



Code injection (web application)

Attacker goal : Execute arbitrary code  

http://site.com/calc.php?exp=“ 10 ; system(‘rm *.*’)"

$in = $_GET[‘exp'];  
eval('$ans = ' . $in . ';');

Key notions :  
-eval is an interpreter 
-eval interprets a data 

Victim site

Attack



Attacker goal : Send malicious data input that will 
be interpreted by SQL server. 

SQL injection

Victim server

Victim 
Data Base

(1) malicious request

(2) un-intended  
SQL request

(3) Leak or alteration 
of  DB information

Attack vector by un-intended interpretation, or under specified 
policy 



CVE : Common vulnerabilities and exposure  
SQL injection in 2018

etc ….



CVE : Common vulnerabilities and exposure  
Cross Site Scripting XSS in 2018

etc ….



Exploitation
- The compromised system connects to a Command & Control 
(C&C) and integrates a botnet 

- Malware may be updated 
- Malware provide a backdoor that can be sold

3 botnet architectures

Distributed centralized with  
domain generation algo (DGA)

decentralized (P2P) 
centralized  
with IRC or http protocoles  



Part 3 : Defensive Code



Programs are protected thanks to obfuscations
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Obfuscation  
Methods to slow-down and prevent to determine program 

behavior

• Cryptography

• Self-modification/packers

• Code overlapping

• Anti-debug

• Call stack tampering

• Virtual Interpreters

• indirect jumps

• interruption tampering

• Opaque predicates

• Code flettening



The payload is packed or hide inside a 
legitimate program 
 
 
 
 
 
 

Code-flattening 

API resolution 

RSA and AES encryption

Steganography

Use Case: Emotet 

kernel32.dll

                 

(b)  IAT Redirection via SEH

Original Code Section
     …….
    call [f1];

      next inst.;

IAT  Section
f1:Trampoline 
    ...

Trampoline 
    ...
    xor eax, eax
    div eax  ;     

1

kernel32.dll

                 

TargetAPI: 
  mov edi,edi
  push ebp 
  mov ebp, esp
   ...... 
   ret   

SEH 
   ...
  jmp TargetAPI

2

3

Control Flow Transfer

IAT Reference

IAT  Section
f1:TargetAPI    
     ......

Original Code Section
     …….
    call [f1];

      next inst.;

(a) Standard API Call          

1

(c)  Anti-debugging Routine

Original Code Section
    …
    call [f1];

      next inst.;

      IAT  Section
f1:Trampoline 
    …

Trampoline 
   ...

  call Anti-debuggingAPI
   ... 
  jmp TargetAPI

1

kernel32.dll

TargetAPI: 
  mov edi,edi
  push ebp 
  mov ebp, esp
  ... 
  ret 

Anti-debuggingAPI:
    mov edi,edi
    push ebp 
    mov ebp, esp
    ......              
    ret    

Original Code Section
    …
    call [f1];

      next inst.;

IAT  Section
f1:Trampoline 
    …

Trampoline 
   ... 

  jmp  TempAPI’s ret 
  ...
  jmp TargetAPI

1

kernel32.dll
4

(d) ROP Redirection         

3

TargetAPI: 
  mov edi,edi
  push ebp 
  mov ebp, esp
   ... 
  ret  

TempAPI : 
  mov edi,edi
  push ebp 
  mov ebp, esp
  ... 
  ret     

2

Original Code Section
     …
    call [f1];

     next inst.;

IAT  Section
f1:Trampoline 
   ...

Trampoline 
   mov edi,edi
   push ebp 
   mov ebp, esp
   jmp TargetAPI+5

1

kernel32.dll

     

(e) Stolen Code        

5 bytes

TargetAPI: 
  mov edi,edi
  push ebp 
  mov ebp, esp
   ...  
   
   ret  

Original Code Section
     …
    call Tampoline;
    next inst.;

IAT  Section
f1: …

Trampoline 
   …
   jmp TargetAPI

1

kernel32.dll

(f) Rewrite API Callsite

TargetAPI: 
  mov edi,edi
  push ebp 
  mov ebp, esp
  ...  
  ret  

2

TargetAPI: 
  mov edi,edi
  push ebp 
  mov ebp, esp
   ...... 
   ret   

3

3
2

2

4

Figure 2: The examples of different API obfuscation schemes (Figure 2(b)⇠ Figure 2(f)). The unpacking routine allocates and
maintains a “trampoline” code area (labeled as red color boxes) to complicate the standard API call chain.

Table 2: The comparison of hardware control flow tracing
mechanisms. “Yes” in the “Completeness” column means it
can monitor all kinds of control flow deviation instructions,
including jmp, cjmp, call, ret, and exception.

Mechanism Completeness Size Limit Overhead Online/Offline
LBR Yes Yes Low Online
BTS Yes No High Online
IPT No No High Offline

quiring no code injection. For modern Intel processors, the
mechanisms to trace branch instructions include Last Branch
Record (LBR), Branch Trace Store (BTS), and Intel Processor
Trace (IPT). We will further evaluate these three mechanisms
in §5.1, but for now, we would like to remind readers that
BTS is the only option for import table reconstruction. Ta-
ble 2 shows the different features of these three hardware
tracing mechanisms, and Appendix Table 12 compares the
papers that rely on these three mechanisms.

LBR. LBR can record 16 or 32 most recent branch pairs
(source and target) into a register.3 LBR is very fast since
it directly accesses CPU registers, but LBR is also limited
by the maximum number of branches that it can record at
one time [47]. kBouncer [41] is the first work to use LBR to
prevent ROP attack. At each system API invocation, kBoun-
cer checks the proposed control-flow integrity (CFI) policy
against LBR stack. Later, ROPecker [48], CFIGuard [49], and
PathArmor [50] extend kBouncer [41]’s idea to prevent ROP
attacks with the help of LBR. However, due to the limited
size of LBR stack (16 or 32), an attacker can still circumvent
LBR’s monitoring [51–53].

3For the Intel Haswell microarchitecture CPU, it can record 16 most recent
branch pairs. For the Intel Skylake microarchitecture CPU, the recording
number increases to 32 [37].

BTS. BTS is more flexible than LBR. BTS records all
kinds of branch pairs (source and target) into a memory buf-
fer, and users can determine the memory buffer’s size and
location. Unlike LBR that overwrites the data when LBR
stack is full, BTS can be configured to halt the application
when the recording buffer is full, or when a predefined excep-
tion is triggered. Then, the user saves BTS buffer’s record,
resets it, and then resumes BTS’s monitoring. In this way,
BTS is able to record complete control flow transfers, but at
the cost of higher overhead than LBR. To prevent ROP at-
tacks, CFIMon [54] and Eunomia [55] leverage BTS to detect
illegitimate branch pairs. Recent work [56] proposes a general
BTS-based control flow monitoring framework, which can be
extended to perform different analysis tasks, such as control
flow graph reconstruction and ROP detection.

IPT. Different from both LBR and BTS, IPT is initially
designed for offline performance analysis and software debug-
ging. IPT efficiently captures control flow traces online, but it
is at the cost of the orders-of-magnitude slowdown in offline
decoding. In addition, IPT does not trace all types of cont-
rol flow transfer instructions—unconditional direct branches
(e.g., direct jump and direct call) are not logged [37]. Both
GRIFFIN [57] and FlowGuard [58] transparently enforce
fine-grained CFI policy using IPT.

3 Deep Inspection of API Obfuscation

In this section, we conduct an in-depth study to demystify API
obfuscation schemes that can hide the names of invoked APIs.
We manually analyzed all of the 29 prevalent packers tested in
BinUnpack’s paper [18]. Upon further investigation, we find
that 12 out of 29 packers obfuscate the control flow between
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Obfuscation : 
A focus on packers and self-modifications 



n + 1
n

A simple decryption loop

Wave 2

Wave 1

jnz @b

{@a,@b,@c,@d}

{@offset}

Jumps when data 

are decrypted


a new code is generated



A common protection scheme for malware

Wave 1
01005000         pushfd                                                        
01005001         push       0x3
01005003         jae        0x1005010
01005005         jmp        0x1005009
01005007         db  0x75 ; 'u'
01005008         db  0x75 ; 'u'

01005009         call       0x1005014                                          
0100500e         xor        ax, 0xf773
01005012         jmp        0x1005031
01005014         add        esp, 0x4                                           
01005017         jmp        0x100501b
01005019         db  0x75 ; 'u'
0100501a         db  0x75 ; 'u'

0100501b         dec        dword 
[ss:esp]

Wave 2
01007088         call       0x100708d   

0100708d         sub        dword [ss:esp], 0x23a                             

01007094         jmp        dword [ss:esp+0x4]

Wave 18
1006ba7  mov ebx, dword ptr [ebp+0x403783]

1006bad xor esi, esi

1006baf  not ebx

1006bb1  or esi, ebx

1006bb3  jnz 0xa

1006bbd  add ebx, dword ptr [ebp+0x403763]

Decrypt Decrypt Decrypt

..........

payload

This is a run of the packer Telock

Self-modifying program schema

A run is a sequence of waves

with 18 waves



A payload installer

Unpack a tELock-file

The payload is 
@1005090

Wave 1
Decryption

CoDisasm : Concatic disassembly of self-modifying
binaries with overlapping instructions

ABSTRACT

Disassembly is a key task in software debugging and mal-
ware analysis. It involves the recovery of assembly instruc-
tions from binary machine code. It can be problematic in
the case of malicious code, as malware writers often employ
techniques to thwart correct disassembly by standard tools.
Nonetheless, disassembly is a crucial step in malware reverse
engineering. Correct disassembly of binaries is necessary to
produce a higher level representation of the code and thus
allow the analysis to develop high-level understanding of its
behavior and purpose.

In this paper, we focus on the disassembly of x86 self-modi-
fying binaries with overlapping instructions. Current state-
of-the-art disassemblers fail to interpret these two common
forms of obfuscation, causing an incorrect disassembly of
large parts of the input. We introduce a novel disassembly
method, called concatic disassembly, that combines CON-
Crete path execution with stATIC disassembly. We have
developed a standalone disassembler called CoDisasm that
implements this approach, together with a plug-in for the
popular reversing engineering tool IDA called BinViz to vi-
sualize the code waves generated by CoDisasm and to visu-
alize overlapping instructions. Our approach substantially
improves the success of disassembly when confronted with
both self-modification and code overlap in analyzed binaries.
Experimental results on about five hundred malware sam-
ples show that our approach correctly recovers large parts of
the code. To our knowledge, no other disassembler thwarts
both of these obfuscations methods together.

1. INTRODUCTION

Description of the problem and pitfalls. Disassembly
is the first step in the analysis of malware binaries and it is an
essential one as all subsequent steps will crucially depend on
the accuracy of the disassembly. Indeed, it is from the disas-
sembly of a binary that we can reconstruct the control flow
graph (CFG) in order to perform further reverse engineer-
ing analysis tasks. It is also from the disassembly that we

; data s i z e
01006 e62 mov ecx , 0x1dc2
; ebx i s the po in t e r on the b l o c k to decrypt
; ebx=0x1005090
01006 e67 inc ebx
01006 e6 f loop : rol byte ptr [ ebx+ecx ] , 0x5
01006 e73 add byte ptr [ ebx+ecx ] , cl
01006 e76 xor byte ptr [ ebx+ecx ] , 0x67
01006 e7a inc byte ptr [ ebx+ecx ]
01006 e7d dec ecx
01006 e80 jnle loop
; jump to the decrypted data
01006 e82 jmp 0x01005090

Figure 1: Decryption loop of tELock of data from

address 0x01005090 to 0x01006e52

develop decompilers in order to extract relevant high-level
semantics information. However, there are several inherent
di�culties in devising a disassembly process. In [17], it is
reported that up to 65% of the code is typically incorrectly
disassembled. One di�culty is that it is almost impossi-
ble, to separate machine code from data. Both are mixed
in a long sequence of bytes. Instructions such as jmp may
skip data, jumping from one piece of code to another one.
Moreover, these jumps are not statically predictable. An il-
lustration of this fact is an indirect jump like the instruction
jmp eax. To pursue static analysis, it is then necessary to
determine the range of values in the register eax, or at least
a good approximation of the eax values. It is worth not-
ing that determining the destination of an indirect jump is
undecidable, which implies that separating code from data
is also an uncomputable task. Most previous studies [25,
18, 26, 16, 15] have tried to solve the problem of indirect
jumps employing static analysis methods. That said, there
are other significant issues. In this paper, we focus on two of
them: (i) self-modifying code and (ii) overlapping instruc-
tions. Both obfuscation techniques are designed to protect
codes against human and automated analysis, and are in
fact quite widespread in malware.

The first issue concerns self-modifying code. Indeed, nowa-
days malware is almost always self-modifying. Generally,
this code protection consists in a sequence of unpacking and
decryption routines until the payload is extracted. For ex-
ample, the driver of Duqu [3] decompresses a upx-packed
data and decrypts the data in order to generate its main dll
which will then be injected in memory within service.exe.

tELock genrates 18 waves … and this example is in wave 3

Wave 2
Wave 

18Decryption Decryption
..........



Wave model to deal with packer mechanisms

Wave 2
01007088         call       0x100708d   

0100708d         sub        dword [ss:esp], 0x23a                             

01007094         jmp        dword [ss:esp+0x4]

Wave k
1006ba7  mov ebx, dword ptr [ebp+0x403783]

1006bad xor esi, esi

1006baf  not ebx

1006bb1  or esi, ebx

1006bb3  jnz 0xa

1006bbd  add ebx, dword ptr [ebp+0x403763]Reflexion

Reflexion Reflexion

..........

Self-modifying program schema

program / active Data / dormant

Reflexion

Wave 1
01005000         pushfd                                                        
01005001         push       0x3

01005003         jae        0x1005010
01005005         jmp        0x1005009
01005007         db  0x75 ; 'u'
01005008         db  0x75 ; 'u'
01005009         call       0x1005014                                          
0100500e         xor        ax, 0xf773
01005012         jmp        0x1005031

01005014         add        esp, 0x4                                           
01005017         jmp        0x100501b
01005019         db  0x75 ; 'u'
0100501a         db  0x75 ; 'u'
0100501b         dec        dword 
[ss:esp]

DA
TA

TA DA TA
DA
TA

TA DA TA
DA
TA

TA DA TA
DA
TA

TA DA TA

Interpret data

Reification



a1 a2 a3

How to compute Waves from an execution trace  

Wave(1) = all initial instructions  
Wave(2) = instructions generated during wave 1 and run

Wave(n+1) = instructions generated during wave <= n and run

Wave(3) = instructions generated during wave <=2 and run
. . .

w
w w

w

Wave(1)

Wave(2)

Wave(3)

w w

a2 is run
a3 is run



Wave Control Flow 

Wave 1

Wave 2.3

Wave 3.2

Runs generate code waves

Wave 2.1 Wave 2.2

Wave 3.1

Reflection

Level 1

Level 2

Level 3



Virtualization : an another way to perform 
program auto-modifications 

Virtual Machine/Interpreter to obfuscate a run
• Code Flattening  
• A native interpreter implements a language L 

 Run data which are interpreted as L-programs   

L1

L0

L2

Int(1->2)

Int(0->1)

Nested  
interpretation layers

Devirtualization :  
see Jonathan Salwan’s PhD thesis

…



Part 4 : Binary Blob Analysis



 High level semantics 
Formal method tools 

Source not always available

Low level semantics 
No distinction program/data 
Not so many tools available

Usually, source code of malware are not available 

Compilation



Toward an high level semantics
0000000100000e80         push       rbp                                        
0000000100000e81         mov        rbp, rsp
0000000100000e84         mov        qword [ss:rbp+var_8], rdi
0000000100000e88         mov        qword [ss:rbp+var_10], 0x0
0000000100000e90         mov        qword [ss:rbp+var_18], 0x0
0000000100000e98         mov        qword [ss:rbp+var_18], 0x0

0000000100000ea0         mov        rax, qword [ss:rbp+var_18]                 
0000000100000ea4         cmp        rax, qword [ss:rbp+var_8]
0000000100000ea8         jge        0x100000f1a

0000000100000eae         mov        rax, 0x2
0000000100000eb8         mov        rcx, qword [ss:rbp+var_18]
0000000100000ebc         mov        qword [ss:rbp+var_20], rax
0000000100000ec0         mov        rax, rcx
0000000100000ec3         cqo        
0000000100000ec5         mov        rcx, qword [ss:rbp+var_20]
0000000100000ec9         idiv       rcx
0000000100000ecc         cmp        rdx, 0x0
0000000100000ed3         jne        0x100000ef0

0000000100000ed9         mov        rax, qword [ss:rbp+var_10]
0000000100000edd         shl        rax, 0x1
0000000100000ee1         add        rax, 0x2
0000000100000ee7         mov        qword [ss:rbp+var_10], rax
0000000100000eeb         jmp        0x100000f02

0000000100000ef0         mov        rax, qword [ss:rbp+var_10]                  
0000000100000ef4         shl        rax, 0x1
0000000100000ef8         add        rax, 0x1
0000000100000efe         mov        qword [ss:rbp+var_10], rax

0000000100000f02         jmp        0x100000f07                                

0000000100000f07         mov        rax, qword [ss:rbp+var_18]                 
0000000100000f0b         add        rax, 0x1
0000000100000f11         mov        qword [ss:rbp+var_18], rax
0000000100000f15         jmp        0x100000ea0

0000000100000f1a         mov        rax, qword [ss:rbp+var_10]                 
0000000100000f1e         pop        rbp
0000000100000f1f         ret        

E80 : 55 48 89 E5 48 89 7D F8 48 C7 45 F0 00 00 00 00 48 C7 45 E8 00 00 
E90 : 00 00 48 C7 45 E8 00 00 00 00 48 8B 45 E8 48 3B 45 F8 0F 8D 6C 00 
EA0 : 00 00 48 B8 02 00 00 00 00 00 00 00 48 8B 4D E8 48 89 45 E0 48 89 
EB0 : C8 48 99 48 8B 4D E0 48 F7 F9 48 81 FA 00 00 00 00 0F 85 17 00 00 
EC0 : 00 48 8B 45 F0 48 C1 E0 01 48 05 02 00 00 00 48 89 45 F0 E9 12 00 
ED0 : 00 00 48 8B 45 F0 48 C1 E0 01 48 05 01 00 00 00 48 89 45 F0 E9 00 
EE0 : 00 00 00 48 8B 45 E8 48 05 01 00 00 00 48 89 45 E8 E9 86 FF FF FF 
EF0 : 48 8B 45 F0 5D C3

Disassembly 

Memory or file 



Toward an high level semantics
0000000100000e80         push       rbp                                        
0000000100000e81         mov        rbp, rsp
0000000100000e84         mov        qword [ss:rbp+var_8], rdi
0000000100000e88         mov        qword [ss:rbp+var_10], 0x0
0000000100000e90         mov        qword [ss:rbp+var_18], 0x0
0000000100000e98         mov        qword [ss:rbp+var_18], 0x0

0000000100000ea0         mov        rax, qword [ss:rbp+var_18]                 
0000000100000ea4         cmp        rax, qword [ss:rbp+var_8]
0000000100000ea8         jge        0x100000f1a

0000000100000eae         mov        rax, 0x2
0000000100000eb8         mov        rcx, qword [ss:rbp+var_18]
0000000100000ebc         mov        qword [ss:rbp+var_20], rax
0000000100000ec0         mov        rax, rcx
0000000100000ec3         cqo        
0000000100000ec5         mov        rcx, qword [ss:rbp+var_20]
0000000100000ec9         idiv       rcx
0000000100000ecc         cmp        rdx, 0x0
0000000100000ed3         jne        0x100000ef0

0000000100000ed9         mov        rax, qword [ss:rbp+var_10]
0000000100000edd         shl        rax, 0x1
0000000100000ee1         add        rax, 0x2
0000000100000ee7         mov        qword [ss:rbp+var_10], rax
0000000100000eeb         jmp        0x100000f02

0000000100000ef0         mov        rax, qword [ss:rbp+var_10]                  
0000000100000ef4         shl        rax, 0x1
0000000100000ef8         add        rax, 0x1
0000000100000efe         mov        qword [ss:rbp+var_10], rax

0000000100000f02         jmp        0x100000f07                                

0000000100000f07         mov        rax, qword [ss:rbp+var_18]                 
0000000100000f0b         add        rax, 0x1
0000000100000f11         mov        qword [ss:rbp+var_18], rax
0000000100000f15         jmp        0x100000ea0

0000000100000f1a         mov        rax, qword [ss:rbp+var_10]                 
0000000100000f1e         pop        rbp
0000000100000f1f         ret        

E80 : 55 48 89 E5 48 89 7D F8 48 C7 45 F0 00 00 00 00 48 C7 45 E8 00 00 
E90 : 00 00 48 C7 45 E8 00 00 00 00 48 8B 45 E8 48 3B 45 F8 0F 8D 6C 00 
EA0 : 00 00 48 B8 02 00 00 00 00 00 00 00 48 8B 4D E8 48 89 45 E0 48 89 
EB0 : C8 48 99 48 8B 4D E0 48 F7 F9 48 81 FA 00 00 00 00 0F 85 17 00 00 
EC0 : 00 48 8B 45 F0 48 C1 E0 01 48 05 02 00 00 00 48 89 45 F0 E9 12 00 
ED0 : 00 00 48 8B 45 F0 48 C1 E0 01 48 05 01 00 00 00 48 89 45 F0 E9 00 
EE0 : 00 00 00 48 8B 45 E8 48 05 01 00 00 00 48 89 45 E8 E9 86 FF FF FF 
EF0 : 48 8B 45 F0 5D C3

_suite:
push       rbp
mov        rbp, rsp
mov        qword [ss:rbp+var_8], rdi
mov        qword [ss:rbp+var_10], 0x0
mov        qword [ss:rbp+var_18], 0x0
mov        qword [ss:rbp+var_18], 0x0

0x100000eae:
mov        rax, 0x2
mov        rcx, qword [ss:rbp+var_18]
mov        qword [ss:rbp+var_20], rax
mov        rax, rcx
cqo        
mov        rcx, qword [ss:rbp+var_20]
idiv       rcx
cmp        rdx, 0x0
jne        0x100000ef0

0x100000ed9:
mov        rax, qword [ss:rbp+var_10]
shl        rax, 0x1
add        rax, 0x2
mov        qword [ss:rbp+var_10], rax
jmp        0x100000f02

0x100000f02:
jmp        0x100000f07

0x100000f07:
mov        rax, qword [ss:rbp+var_18]
add        rax, 0x1
mov        qword [ss:rbp+var_18], rax
jmp        0x100000ea0

0x100000ea0:
mov        rax, qword [ss:rbp+var_18]
cmp        rax, qword [ss:rbp+var_8]
jge        0x100000f1a

0x100000ef0:
mov        rax, qword [ss:rbp+var_10]
shl        rax, 0x1
add        rax, 0x1
mov        qword [ss:rbp+var_10], rax

0x100000f1a:
mov        rax, qword [ss:rbp+var_10]
pop        rbp
ret        

Control Flow Graph 



_suite:
push       rbp
mov        rbp, rsp
mov        qword [ss:rbp+var_8], rdi
mov        qword [ss:rbp+var_10], 0x0
mov        qword [ss:rbp+var_18], 0x0
mov        qword [ss:rbp+var_18], 0x0

0x100000eae:
mov        rax, 0x2
mov        rcx, qword [ss:rbp+var_18]
mov        qword [ss:rbp+var_20], rax
mov        rax, rcx
cqo        
mov        rcx, qword [ss:rbp+var_20]
idiv       rcx
cmp        rdx, 0x0
jne        0x100000ef0

0x100000ed9:
mov        rax, qword [ss:rbp+var_10]
shl        rax, 0x1
add        rax, 0x2
mov        qword [ss:rbp+var_10], rax
jmp        0x100000f02

0x100000f02:
jmp        0x100000f07

0x100000f07:
mov        rax, qword [ss:rbp+var_18]
add        rax, 0x1
mov        qword [ss:rbp+var_18], rax
jmp        0x100000ea0

0x100000ea0:
mov        rax, qword [ss:rbp+var_18]
cmp        rax, qword [ss:rbp+var_8]
jge        0x100000f1a

0x100000ef0:
mov        rax, qword [ss:rbp+var_10]
shl        rax, 0x1
add        rax, 0x1
mov        qword [ss:rbp+var_10], rax

0x100000f1a:
mov        rax, qword [ss:rbp+var_10]
pop        rbp
ret        

Toward an high level semantics
0000000100000e80         push       rbp                                        
0000000100000e81         mov        rbp, rsp
0000000100000e84         mov        qword [ss:rbp+var_8], rdi
0000000100000e88         mov        qword [ss:rbp+var_10], 0x0
0000000100000e90         mov        qword [ss:rbp+var_18], 0x0
0000000100000e98         mov        qword [ss:rbp+var_18], 0x0

0000000100000ea0         mov        rax, qword [ss:rbp+var_18]                 
0000000100000ea4         cmp        rax, qword [ss:rbp+var_8]
0000000100000ea8         jge        0x100000f1a

0000000100000eae         mov        rax, 0x2
0000000100000eb8         mov        rcx, qword [ss:rbp+var_18]
0000000100000ebc         mov        qword [ss:rbp+var_20], rax
0000000100000ec0         mov        rax, rcx
0000000100000ec3         cqo        
0000000100000ec5         mov        rcx, qword [ss:rbp+var_20]
0000000100000ec9         idiv       rcx
0000000100000ecc         cmp        rdx, 0x0
0000000100000ed3         jne        0x100000ef0

0000000100000ed9         mov        rax, qword [ss:rbp+var_10]
0000000100000edd         shl        rax, 0x1
0000000100000ee1         add        rax, 0x2
0000000100000ee7         mov        qword [ss:rbp+var_10], rax
0000000100000eeb         jmp        0x100000f02

0000000100000ef0         mov        rax, qword [ss:rbp+var_10]                  
0000000100000ef4         shl        rax, 0x1
0000000100000ef8         add        rax, 0x1
0000000100000efe         mov        qword [ss:rbp+var_10], rax

0000000100000f02         jmp        0x100000f07                                

0000000100000f07         mov        rax, qword [ss:rbp+var_18]                 
0000000100000f0b         add        rax, 0x1
0000000100000f11         mov        qword [ss:rbp+var_18], rax
0000000100000f15         jmp        0x100000ea0

0000000100000f1a         mov        rax, qword [ss:rbp+var_10]                 
0000000100000f1e         pop        rbp
0000000100000f1f         ret        

long int suite(long int x) 
{ 
    long int u=0; 
    long int i=0; 
    for(i=0;i<x;i++) 
    {if ((i % 2)==0) u=2*u+2; 
        else u=2*u+1;} 
    return u; 
}

In order to construct the trace automaton of a machine, one may either use a
collection of captured traces or reconstruct the program machine code from its
binary representation. In the first case, the automaton is built in such a way that
the captured traces correspond to a path in the trace automaton. In the second
case, the machine code of the program can be reconstructed using common
techniques that combine static and dynamic analysis: it is then projected on the
trace alphabet and the trace automaton is inferred from the code structure.

Example 4. Figure 1 shows a trace automaton for the Allaple.A excerpt repre-
senting the ping of a remote host and the scanning of local drives.

GetLogicalDriveStrings

IcmpSendEcho GetDriveType FindNextFileFindFirstFile

GetDriveType FindFirstFile

FindFirstFile FindNextFile

FindNextFile

Fig. 1. Trace automaton for the Allaple.A excerpt

By Theorem 2, the abstraction problem for a regular trace language now amounts
to computing an automaton recognizing the abstraction of this language. Con-
struction of this automaton, which we call abstract trace automaton, is described
in the proofs of the following theorems and uses a method proposed by Esparza
et al. [13]. It consists in modifying the initial trace automaton by adding new
transitions using the left hand sides of the rewriting rules and then intersecting
it with an automaton recognizing the words in normal form with respect to our
rewrite system.

Thus, the abstract trace automaton may be more complex than the initial
one, as shown by the Allaple worm example. Abstraction of the trace automaton
with respect to patterns SCAN_DRIVES and PING, where PING = IcmpSendEcho
describes the ping of a remote host, gives the automaton of Figure 2.

PING

GetDriveType FindFirstFile
GetDriveType

FindNextFileFindFirstFile

FindFirstFile FindNextFile

FindNextFile

GetLogicalDriveStrings

GetDriveType

SCAN_DRIVES
ε

ε
ε

Fig. 2. Abstract trace automaton for the Allaple.A excerpt
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E80 : 55 48 89 E5 48 89 7D F8 48 C7 45 F0 00 00 00 00 48 C7 45 E8 00 00 E90 : 00 00 48 
C7 45 E8 00 00 00 00 48 8B 45 E8 48 3B 45 F8 0F 8D 6C 00 EA0 : 00 00 48 B8 02 00 00 00 
00 00 00 00 48 8B 4D E8 48 89 45 E0 48 89 EB0 : C8 48 99 48 8B 4D E0 48 F7 F9 48 81 FA 
00 00 00 00 0F 85 17 00 00 EC0 : 00 48 8B 45 F0 48 C1 E0 01 48 05 02 00 00 00 48 89 45 
F0 E9 12 00 ED0 : 00 00 48 8B 45 F0 48 C1 E0 01 48 05 01 00 00 00 48 89 45 F0 E9 00 EE0 
: 00 00 00 48 8B 45 E8 48 05 01 00 00 00 48 89 45 E8 E9 86 FF FF FF EF0 : 48 8B 45 F0 5D 
C3

0000000100000e80         push       rbp                                        
0000000100000e81         mov        rbp, rsp
0000000100000e84         mov        qword [ss:rbp+var_8], rdi
0000000100000e88         mov        qword [ss:rbp+var_10], 0x0
0000000100000e90         mov        qword [ss:rbp+var_18], 0x0
0000000100000e98         mov        qword [ss:rbp+var_18], 0x0

_suite:
push       rbp
mov        rbp, rsp
mov        qword [ss:rbp+var_8], rdi
mov        qword [ss:rbp+var_10], 0x0
mov        qword [ss:rbp+var_18], 0x0
mov        qword [ss:rbp+var_18], 0x0

0x100000eae:
mov        rax, 0x2
mov        rcx, qword [ss:rbp+var_18]
mov        qword [ss:rbp+var_20], rax
mov        rax, rcx
cqo        
mov        rcx, qword [ss:rbp+var_20]
idiv       rcx
cmp        rdx, 0x0
jne        0x100000ef0

0x100000ed9:
mov        rax, qword [ss:rbp+var_10]
shl        rax, 0x1
add        rax, 0x2
mov        qword [ss:rbp+var_10], rax
jmp        0x100000f02

0x100000f02:
jmp        0x100000f07

0x100000f07:
mov        rax, qword [ss:rbp+var_18]
add        rax, 0x1
mov        qword [ss:rbp+var_18], rax
jmp        0x100000ea0

0x100000ea0:
mov        rax, qword [ss:rbp+var_18]
cmp        rax, qword [ss:rbp+var_8]
jge        0x100000f1a

0x100000ef0:
mov        rax, qword [ss:rbp+var_10]
shl        rax, 0x1
add        rax, 0x1
mov        qword [ss:rbp+var_10], rax

0x100000f1a:
mov        rax, qword [ss:rbp+var_10]
pop        rbp
ret        

long int suite(long int x) 
{ 
    long int u=0; 
    long int i=0; 
    for(i=0;i<x;i++) 
    {if ((i % 2)==0) u=2*u+2; 
        else u=2*u+1;} 
    return u; 
}

Low level semantics

High level semantics
Recovering binary level semantics analysis

very  
challenging !

Develop the next generation of binary  
analysis tools

binary blob

code Lifting

In order to construct the trace automaton of a machine, one may either use a
collection of captured traces or reconstruct the program machine code from its
binary representation. In the first case, the automaton is built in such a way that
the captured traces correspond to a path in the trace automaton. In the second
case, the machine code of the program can be reconstructed using common
techniques that combine static and dynamic analysis: it is then projected on the
trace alphabet and the trace automaton is inferred from the code structure.

Example 4. Figure 1 shows a trace automaton for the Allaple.A excerpt repre-
senting the ping of a remote host and the scanning of local drives.

GetLogicalDriveStrings

IcmpSendEcho GetDriveType FindNextFileFindFirstFile

GetDriveType FindFirstFile

FindFirstFile FindNextFile

FindNextFile

Fig. 1. Trace automaton for the Allaple.A excerpt

By Theorem 2, the abstraction problem for a regular trace language now amounts
to computing an automaton recognizing the abstraction of this language. Con-
struction of this automaton, which we call abstract trace automaton, is described
in the proofs of the following theorems and uses a method proposed by Esparza
et al. [13]. It consists in modifying the initial trace automaton by adding new
transitions using the left hand sides of the rewriting rules and then intersecting
it with an automaton recognizing the words in normal form with respect to our
rewrite system.

Thus, the abstract trace automaton may be more complex than the initial
one, as shown by the Allaple worm example. Abstraction of the trace automaton
with respect to patterns SCAN_DRIVES and PING, where PING = IcmpSendEcho
describes the ping of a remote host, gives the automaton of Figure 2.
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GetDriveType

FindNextFileFindFirstFile

FindFirstFile FindNextFile

FindNextFile

GetLogicalDriveStrings

GetDriveType

SCAN_DRIVES
ε

ε
ε

Fig. 2. Abstract trace automaton for the Allaple.A excerpt



Part 4 : Binary Blob Analysis 

 Dynamic analysis



• Execute a program in a sandbox  
 goal : Compute a sequence of waves  

Dynamic Execution

 How to depack a program ? to reconstruct a payload ? 

82 Chapitre 8. Auto-modification et gestion des vagues

0_0x402c6e: mov eax, dword ptr [esp + 0x10]
0_0x402c72: push ebx
0_0x402c73: push 0x40
0_0x402c75: push 0x1000
0_0x402c7a: push eax
0_0x402c7b: push ebx
0_0x402c7c: call dword ptr [0x44828c]

0_0x402c82: push eax
0_0x402c83: call dword ptr [0x45dfec]

0_0x402c89: mov ecx, dword ptr [esp + 0x10]
0_0x402c8d: mov esi, dword ptr [esp + 0x18]
0_0x402c91: mov edx, ecx
0_0x402c93: mov ebx, eax
0_0x402c95: shr ecx, 2
0_0x402c98: mov edi, ebx
0_0x402c9a: rep movsd dword ptr es:[edi], dword ptr [esi]
0_0x402c9c: lea eax, [esp + 0xc]
0_0x402ca0: push eax
0_0x402ca1: mov ecx, edx
0_0x402ca3: and ecx, 3
0_0x402ca6: push 0x73
0_0x402ca8: push 0x45c0b0
0_0x402cad: rep movsb byte ptr es:[edi], byte ptr [esi]
0_0x402caf: call 0x402870

0_0x402cb4: mov edx, dword ptr [esp + 0x1c]
0_0x402cb8: lea ecx, [esp + 0x18]
0_0x402cbc: push ecx
0_0x402cbd: push edx
0_0x402cbe: push ebx
0_0x402cbf: call 0x4029e0 ; fonction contenant la boule de dépackage

0_0x402cc4: add esp, 0x18
0_0x402cc7: call ebx ; passage dans la seconde vague

1_0x1000002b

Figure 8.2 – Emotet : passage dans la seconde vague

Emotet

Decryption loop

Jump to Wave 2

Wave 1

Wave 2 : Instructions  
have been generated  

on the fly



Jean-Yves Marion

Wave extraction by dynamic analysis

First 
instruction

Last 
instruction

TRACER

Next Goal : Analyse each wave extracted from a trace

An execution trace

Wave 1

Extraction of a sequence of code waves

..........Wave 2 Wave .. Wave k

Wave 1 Wave 2 Wave .. Wave k

..........

Secure sand boxing
Dynamic analysis



Dynamic analysis
 Programs are run in safe environment,  

aka a sandbox  
aka a virtual machine 

 Programs are instrumented 
✓ PIN 
✓ Dynamorio 
✓ Qemu 

Caveat :  
 Path Coverage : One execution path  
 Anti*-virtualization tricks



Part 4 : Binary Blob Analysis 

 Dynamic analysis  

 Static analysis 



Disassembly
push ebp
mov ebp, esp

sub esp, 0x10

• Correct
A disassembled instruction is executable 

• Complete
All executable instructions are disassembled

The problem is undecidable : Why ? 



Pitfalls  
Distinction between code and data 
Indirect jump, ret : Where does it jump ?  
Code overlapping 
… 
Not robust to obfuscations

Overlapping

Disassembly

Example: disassembly code of ➝ EB 01 68 C3 90 90 90

0x0:  EB 01             jmp  3
0x2:  68 C3 90 90 90    push 0x909090c3

0x0:  EB 01             jmp 3
0x2:  68                ;data
0x3:  C3                ret
0x4:  90                nop
0x5:  90                nop
0x6:  90                nop

But not too difficult to deal with ….



A: entry point 
B: …  
C: … 
D: Call Foo 
E: … 
F: …

Foo : … 
P: … 
Q: …  
R: ret

call

ret

payload

Call Stack Tampering



Obfuscation example #2 : Call Stack Tampering
Execution trace fo ASPack 2.40

0x01005001 60 PUSHA

0x01005002  e803000000    Call 0x100500a

0x0100500a 5d             POP EBP
0x0100500b 45 INC EBP

0x0100500c 55 PUSH EBP

0x0100500d c3             RET

0x01005008 eb04           JMP 0x10050e
0x0100500e  e801000000    CALL 0x1005014

Return site 0x01005007

EBP = 0x01005008

Jump to 0x01005008
Overlap ! 

instr. @007 not run 

 How to determine a 
return-site ? 

 The top of the stack ? 



• Execute statically a program with symbolic values  
 Goal : 

 Compute system values (registers, memory, 
stack) 
 Exhaustive path coverage 

• A path is determined by a set of constraints on 
system values. 

Compute data-flow by Symbolic Execution (SE)

SE Engine : 
BinSec, Triton, KLEE, Java PathFinder, Angr …



Symbolic Execution (SE)

Input : a,b,c 
  
int x=0, y=0, z=0; 
if (a) { 

x=-2; 
} 

if (b<5) { 
if (!a && c) { y=1;} 
z=2; 
} 

a,b,c have symbolic values 
a=A, b=B, c=C

A

x=-2

B<5B<5

¬A ⋀ B>5¬A ⋀ C

y=1
z=2

z=2

z=2
(A ⋀ B<5) (A ⋀ B>5)

¬A ⋀ B<5 ⋀ ¬C
¬A ⋀ B<5 ⋀ CPath constraints

Solutions given by SMT solver



Intermediate representation of assembly languages

SE 
Engine

SMT Solver

Path constraints

Satisfying assignment

000E1000  : 
            

push ebp 

000E1001 : mov ebp,esp

000E1003 : sub esp,14

000E1006 : mov eax,dword ptr ss:[ebp+8] 

000E1009 : push eax

000E100A : lea ecx,dword ptr ss:[ebp-14]

000E100D : push ecx

000E100E : call <sbof.strcpy>

Intermediate 
Representation

Preserve     Semantics

• A lot of architectures : x86-32, x66-64, ARM, PPC …

 Explore all paths 



Intermediate Representation (IR)  
of assembly languages

Why ?
• A lot of architectures : x86-32, x66-64, ARM, PPC …

Which IR ?
• Memory model : arrays, arrays+stack, concurrent accesses 
• x86 has a lot of (weird) instructions 
• Interruptions ?   
• Self-modifications ?  
• Code overlapping ? 

IR
• Binsec 
• BAP 
• REIL 
• LLVM

Requirements
The compilation from an assembly  
language to an intermediate language 
 is correct



One slide on SMT (Satisfiability Modulo Theory) 

SATisfying
assignment!

ω1 = (b c) 

ω2 = (¬ a ¬ d)

ω3 = (¬ b d)

ϕ = ω1 ω2 ω3

A = {a=0, b=1, c=0, d=1}
∧ ∧

clauses

literals

∨

∨

∨
NP problem

• A SMT formula is first order formula in a theory  
• Theories are arithmetic, bit vectors … (decidable theory) 

• Given a formula F, is F satisfiable : 
 Does F as a model M such that M satisfies F 
 A model is an assignment of variables 

• A formula F is valid if the negation fo F is not satisfiable 



Data flow analysis and Symbolic Execution 

PhD thesis of Sylvain Cecchetto

• Benchmark on 35 windows packers  
 All call stack tampering has been discovered 
 Static unpacking (complete 14, partial 16). 

• Emotet : Unpack Statically the first wave in 15 min  

Executable file  
(PE) Disassemble

Tainting 
Slice

IR 
BINSEC

SMT 
Solver

Data flow analysis

Control flow graph  
construction

BOA tool



Part 4 : Binary Blob Analysis 

 Static analysis 

 Dynamic analysis 

 Hybrid analysis



First 
instruction

Last 
instruction

TRACER

An execution trace

Wave 1 ..........Wave 2 Wave 17 Wave 18

Dump
Wave 1

Dump
Wave 2

Dump
Wave 17

Dump
Wave 18

..........

Secure sand boxing
Dynamic analysis

Dynamic analysis

Analyse statically each dump-wave using a trace as a 
guide to explore new paths 



Hybrid binary code analysis

 Dynamic analysis 
 Allow to unpack 
 Reconstruct IAT  
 Remove a lot of obfuscations  

  
 Static Analysis and data-flow analysis

Opaque predicates 
Call stack tampering 
Indirect jumps 
Partial Static Unpacking  

 Hybrid binary code analysis :best of both worlds … 



An optional success story with static analysis

Joint work with Sébastien Bardin, Robin David and Sylvain Cecchetto
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Part 5 :  Defense
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programs with Bugs

Safe programs

Undecidable !

Bug

Bug

Bug

Bug detection problem
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Malicious(code(SQL/Code injection

 70

Vulnarabilities

•A bug is an entry point 

•A system without bugs is safe 

•But systems contain bugs 

Bugs are a key ingredient of an attack



? 

signature data-base
of known malware

unknown threats

Malicious behaviors

signature 
of white soft.

Principle of detection heuristics



Patterns as signatures 

• Yara rules
- Regular expressions on byte code
rule cerber3{
meta:
  author = "pekeinfo"
  date = "2016-09-09"
  description = "Cerber3 "
strings:
  $a = {00 6A 00 68 80 00 00 00 6A 03 6A 00 6A 03 6A 01 8B 85}
  $b = {68 3B DB 00 00 ?? ?? ?? ?? 00 ?? FF 15}
  
condition:
  1 of them 
}



Defense

• Detection by syntactic signatures  
– Pro : Efficient and easy to implement  
– Cons : Unable to detect mutated viruses and new threats 

• Detection by behavioral analysis 
– Pro : Detection of new threats 
– Cons : What is a malicious behavior ? 

• Detection by integrity check 
– Cons : Inefficient too many updates 

J-Y Marion, le 20 Septembre 2012

Consequences of Code protection

1. Difficult for a human analyst to understand a malware code

1. Ollydbg

2.IDA Pro

64

Trace automata

Introduction

Trace abstraction
• Behavior patterns
• Abstracting by
reduction
• Trace automata
• Regular abstraction

Malicious behavior
detection

Experiments

Conclusion

12 / 22

• Trace language of a program: generally undecidable.

• Approximation by a regular language: using trace collection
or static analysis.

=⇒ A trace automaton is a finite state approximation of some trace
language.
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Fig. 1. The workflow of MAGIC, a DGCNN-based malware classification system

address this challenge, we use the state-of-the-art deep neural
network that can automatically learn discriminative latent
features from malware data abstracted as ACFGs. Particularly,
we use deep graph convolution neural network to transform
unordered graph data of varying sizes to tensors of fixed
size and order. The transformation algorithm first recursively
propagates the weighted attributes in each vertex through
the neighborhood defined by the graph structure. Next, it
sorts the vertices in the order of their feature descriptors.
After the sorting step, the graphs with variant sizes are
embedded into fixed-size vectors, which are amenable to ML-
based classification. In the next section, we shall elaborate on
these operations as well as our extensions based on formal
mathematical descriptions.

III. ALGORITHM DESCRIPTION

Our work on applying DGCNN for malware classification
in MAGIC has been inspired by the deep learning model pro-
posed in [27]. In this section, we first introduce how DGCNN
aggregates attributes through the neighborhood defined by the
graph structure. We then discuss how to extend the existing
DGCNN model with our own modifications. To explain the ra-
tionale of the DGCNN-based malware classification algorithm
clearly, we walk through an example graph with five vertices
as shown in Figure 2.

A. Primer on DGCNN
1) Notations: We denote the adjacency matrix of a graph

G = (V,E) of n vertices as A ∈ Zn×n. Note that G is a
directed graph, and A is not necessarily symmetric. To allow
the attributes of a vertex to be propagated back to the vertex
itself, we define the augmented adjacency matrix Ã = A+ I.
Accordingly, the augmented diagonal degree matrix of G
is defined as D̃, where D̃i,i =

∑
j Ãi,j . We assume that

each vertex is associated with a c-dimension attribute vector.
Therefore, we use X ∈ Rn×c to denote the attribute matrix
for all the vertices in the graph. Alternatively, we can also
treat X as the concatenation of c attribute channels of the
graph. For the sample graph g in Figure 2, we displayed the
corresponding augmented adjacency matrix Ã, the augmented
diagonal degree matrix D̃, and the attribute matrix X with two
attribute channels F1 and F2. Given Ã and X for graph G,
the DGCNN-based algorithm performs three sequential stages

to obtain its tensor representation for malware classification.
Note that D̃ can be calculated from Ã.
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Fig. 2. An sample graph g used in Section III to illustrate how the extended
DGCNN works in MAGIC. Assuming the vertices have two attribute channels,
we show g’s augmented adjacency matrix Ã, augmented diagonal degree
matrix D̃, as well as attribute matrix X.

2) Graph Convolution Layer(s): In the first stage, a graph
convolution technique propagates each vertex’s attributes to
its neighborhood based on the structural connectivity. To
aggregate multi-scale substructural attributes, multiple graph
convolution layers are stacked, which can be defined recur-
sively as follows:

Zt+1 = f(D̃−1ÃZtWt) (1)

where Z0 = X . The t-th layer takes input Zt ∈ Zn×ct ,
mapping ct feature channels into ct+1 feature channels with
the graph convolution parameter Wt ∈ Rct×ct+1 . The newly
obtained channels of each vertex are then propagated to both
its neighboring vertices and itself, first multiplied with the
augmented adjacency matrix Ã, and then normalized row-
wisely using the augmented degree diagonal matrix D̃. This
key step enables vertices to pass its own attributes through the
graph in a breadth-first-search fashion. Define F = Zt · Wt

and O = Ã · F, where

O[i][j] =
n∑

k=1

Ã[i][k]× F[k][j] (2)

��
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Fig. 3. Taxonomy of features used by traditional M.L. approaches.

A taxonomy of the features is provided in Fig. 3. Accordingly, the
types of features can be divided into two groups, like the types of mal-
ware analysis approaches: (1) static features and (2) dynamic features.
Each feature type individually below.

4.1. Static features

Static features are extracted from a piece of program without involv-
ing its execution. In Windows Portable Executable files, static features
are basically derived from two sources of information, the binary con-
tent of the executable or the assembly language source file obtained
after decompiling and disassembling the binary executable. On the
other hand, in Android applications these features are extracted by dis-
assembling the APK. To extract the assembly language source code of
some given software you can use the disassembler tool of your choice.
For Windows, you might use IDA Pro or Radare2. Tables 2 and 3 pro-
vide a summary of the static methods reviewed. Below you will find a
description of each static feature type presented in Fig. 3.

4.1.1. String analysis
String analysis refers to the extraction of every printable string

within an executable or program. A string refers to a sequence of char-
acters. Searching for strings is the simplest way to obtain clues about
the functionality of a program. The information that may be found in
these strings can be, for instance, URLs that the program connects to,
file locations or filepaths of files accessed/modified by the program,
names of the menus of the application, etc. The utility called “Strings”
can be used to search an executable for ASCII and Unicode strings,
ignoring context and formatting.

Although there are studies using string analysis to detect mal-
ware (Konopisky, 2018; Lee et al., 2011), string analysis is commonly
employed together with other static or dynamic techniques to reduce
its pitfalls. (Ye et al., 2008a). developed a malware detection system
based on interpretable strings extracted from both API execution calls
and semantic strings reflecting an attacker’s intent and goal. The sys-
tem was composed of a parser to extract interpretable strings for each
PE file and a SVM ensemble with bagging to construct the detector.
The performance of the system was evaluated on a dataset collected by
Kingsoft anti-virus lab.

4.1.2. Bytes and opcode N-Grams
The most common type of features for malware detection and clas-

sification is n-grams. An n-gram is a contiguous sequence of n items
from a given sequence of text. N-grams can be extracted from the
bytes sequences representing the malware’s binary content and from

the assembly language source code. By treating a file as a sequence
of bytes, byte n-grams are extracted by looking at the unique combi-
nation of every n consecutive bytes as an individual feature. On the
other hand, the sequence of assembly language instructions can also be
extracted from the assembly language source code. In this case, only
the mnemonic of the instruction, i.e. “ADD”, “MUL”, “PUSH”, etc., is
retained. Thus, opcode or mnemonic n-grams refer to the unique com-
bination of every n consecutive opcodes as an individual feature.

Moskovitch et al. (2008) presented a method for classifying mal-
ware based on text categorization techniques. First, they extracted all
n-grams from the training data, with n ranging from 3 to 6. Second,
they selected the top 5500 features according to their Document Fre-
quency (DF) score, to which the Fisher Score feature selection technique
was later applied. Afterwards, using the resulting features as input they
trained various algorithms such as an Artificial Neural Network (ANN),
a Support Vector Machine (SVM), Naïve Bayes (NB) and Decision Trees
(DT).

Jain and Meena (2011) proposed a method to extract bytes n-gram
features, with n ranging from 1 to 8, from known malicious samples
to assist in classification of unknown executables. As the number of
unique n-grams is extremely large, they used a technique called class-
wise document frequency to reduce the feature space. Finally, different
N-gram models were prepared using various classifiers like Naïve Bayes,
Instance-based Learner, Decision Trees, Adaboost and Random Forests.

Fuyong et al. (2017) proposed a method that calculates the infor-
mation gain of each bytes n-gram in the training samples and selected
K n-grams with the maximum information gain as features. Afterwards,
they calculated the averages of each attribute of the feature vectors
from the malware and benign samples separately. Lastly, a new piece
of software was assigned to one of the two categories according to the
similarity between the feature vector of the unknown sample and the
average vectors of the two categories.

Santos et al. (2013) proposed a technique for malware detection
based on the frequency of appearance of opcode sequences and its rele-
vance. Each program was represented as a vector of features where each
feature corresponds to a distinct 1-g or 2-g. To reduce the number of 2-g
features, they applied Information Gain to select the top 1000 features.
Their approach was validated on 17000 malicious and 1000 benign
programs, and results show that the higher accuracy was achieved by a
Support Vector Machine classifier with Pearson VII as kernel.

Shabtai et al. (2012) proposed a framework for detecting malware
based on opcode n-gram features with n ranging from 1 to 6. They
performed a wide set of experiments to: (1) identify the best term rep-
resentation, whether it is the Term Frequency (TF) or Term Frequency-
Inverse Document Frequency, (2) determine the n-gram size, (3) find
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A novel approach : Morphological analysis

• Cut the CFG in small pieces

Vague 1

Vague 0

0_1005a11 (6): call dword ptr [esi+0x54a8]

0_1005a17 (6): mov ebp, dword ptr [esi+0x549c]

0_1005a54 (5): jmp 0xffffb783

1_10011d7 (2): push 0x28

0_1005a51 (3): sub esp, 0xffffff80

0_1005a4f (2): jnz 0xfffffffc

0_1005a4b (2): push 0x0

0_1005a42 (1): push edi

0_1005a43 (2): call ebp

0_1005a2c (1): push ebx

0_1005a2d (1): push edi

0_1005a2a (2): push 0x4

0_1005a29 (1): push esp

0_1005a28 (1): push eax

0_1005a23 (5): mov ebx, 0x1000

0_1005a1d (6): lea edi, ptr [esi-0x1000]

0_10059fa (5): mov ecx, 0xaef24857

0_10059ff (1): push ebp

0_10059fd (2): repne scasb byte ptr [edi]

0_10059fc (1): dec eax

0_10059fb (1): push edi

0_10059f9 (1): inc edi

0_10059f8 (1): push eax

0_10059f7 (1): inc edi

0_10059f4 (3): movzx eax, word ptr [edi]

0_1005a0f (2): jmp 0xffffffda

0_10059e9 (2): mov al, byte ptr [edi]

0_1005a0c (3): add ebx, 0x4

0_1005a06 (2): or eax, eax

0_1005a08 (2): jz 0x9

0_1005a00 (6): call dword ptr [esi+0x5498]

0_10059ec (2): or al, al

0_10059ee (2): jz 0xffffffde

0_10059df (3): add edi, 0x8

0_10059e2 (6): call dword ptr [esi+0x5494]

0_10059bd (2): mov dword ptr [edi], eax

0_10059bf (3): add edi, 0x5

0_10059bb (2): add eax, esi

0_10059b4 (2): xchg ah, al

0_10059b6 (2): sub eax, edi

0_10059ad (4): shr ax, 0x8

0_10059b1 (3): rol eax, 0x10

0_10059aa (3): mov bl, byte ptr [edi+0x4]

0_10059a8 (2): mov eax, dword ptr [edi]

0_10059a6 (2): jnz 0xfffffff4

0_100599a (2): mov al, byte ptr [edi]

0_100596b (2): jbe 0x11

0_100596d (2): mov al, byte ptr [edx] 0_100597c (2): mov eax, dword ptr [edx]

0_1005a39 (4): and byte ptr [eax+0x28], 0x7f

0_1005a3d (1): pop eax

0_1005965 (3): lea edx, ptr [edi+ebp*1]

0_1005968 (3): cmp ebp, 0xfffffffc

0_10059de (1): push eax

0_10058d8 (2): mov al, byte ptr [esi]

0_10058da (1): inc esi

0_1005a36 (3): and byte ptr [eax], 0x7f

0_1005962 (3): adc ecx, 0x1

0_100594c (2): jnb 0xfffffff1

0_100593d (2): add ebx, ebx

0_100594e (2): jnz 0xb

0_100593f (2): jnz 0x9

0_100593c (1): inc ecx

0_10059dc (2): add ebx, esi

0_10058e9 (2): jb 0xffffffef

0_10058eb (5): mov eax, 0x1

0_1005938 (2): adc ecx, ecx

0_100593a (2): jnz 0x22

0_1005a3e (1): push eax

0_10059ce (2): or eax, eax

0_10059d0 (2): jz 0x47

0_10058d0 (2): jmp 0x12

0_10058e2 (2): mov ebx, dword ptr [esi]

0_1005922 (2): jnz 0x9

0_1005924 (2): mov ebx, dword ptr [esi]

0_100592b (2): adc ecx, ecx

0_1005920 (2): add ebx, ebx

0_1005a41 (1): push ebx

0_100590e (3): sub eax, 0x3

0_1005911 (2): jb 0xf

0_1005a45 (1): pop eax

0_1005a46 (1): popad 

0_100598b (2): add edi, ecx

0_100598d (5): jmp 0xffffff51

0_1005931 (2): mov ebx, dword ptr [esi]

0_1005933 (3): sub esi, 0xfffffffc

0_1005995 (5): mov ecx, 0x13

0_10058e7 (2): adc ebx, ebx

0_100592d (2): add ebx, ebx

0_100592f (2): jnz 0x9

0_10058e4 (3): sub esi, 0xfffffffc

0_10058fd (2): add ebx, ebx

0_10058ff (2): jnb 0xfffffff1

0_1005a3f (1): push esp

0_1005901 (2): jnz 0xb

0_100590c (2): xor ecx, ecx

0_1005903 (2): mov ebx, dword ptr [esi]

0_1005926 (3): sub esi, 0xfffffffc

0_1005946 (2): adc ebx, ebx

0_1005948 (2): adc ecx, ecx

0_100594a (2): add ebx, ebx

0_10059cc (2): mov eax, dword ptr [edi]

0_10058cd (3): or ebp, 0xffffffff

0_1005941 (2): mov ebx, dword ptr [esi]

0_10059c6 (6): lea edi, ptr [esi+0x3000]

0_10058cc (1): push edi

0_10059eb (1): inc edi

0_10058de (2): add ebx, ebx

0_10058e0 (2): jnz 0x9

0_10059c4 (2): loop 0xffffffdb

0_100599f (2): cmp al, 0x1

0_10058c6 (6): lea edi, ptr [esi-0x4000]

0_10058dd (1): inc edi

0_10059c2 (2): mov al, bl

0_10058c1 (5): mov esi, 0x1005000

0_10059e8 (1): xchg ebp, eax

0_10058db (2): mov byte ptr [edi], al

0_10059f0 (2): mov ecx, edi

0_10059f2 (2): jns 0x9

0_10058f0 (2): add ebx, ebx

0_10058f2 (2): jnz 0x9

0_1005a2e (2): call ebp

0_1005959 (3): add ecx, 0x2

0_1005950 (2): mov ebx, dword ptr [esi]

0_10058c0 (1): pushad 

0_1005913 (3): shl eax, 0x8

0_1005a30 (6): lea eax, ptr [edi+0x1f7]

0_100595c (6): cmp ebp, 0xfffff300

0_1005981 (2): mov dword ptr [edi], eax

0_1005983 (3): add edi, 0x4

0_100596f (1): inc edx

0_1005a40 (1): push eax

0_1005970 (2): mov byte ptr [edi], al

0_1005929 (2): adc ebx, ebx

0_1005992 (1): pop esi

0_1005993 (2): mov edi, esi

0_1005972 (1): inc edi

0_1005989 (2): jnbe 0xfffffff3

0_1005973 (1): dec ecx

0_1005974 (2): jnz 0xfffffff9

0_1005976 (5): jmp 0xffffff68

0_1005a0a (2): mov dword ptr [ebx], eax

0_1005986 (3): sub ecx, 0x4

0_1005916 (2): mov al, byte ptr [esi]

0_1005918 (1): inc esi

0_10058fb (2): adc eax, eax

0_10058f4 (2): mov ebx, dword ptr [esi]

0_1005919 (3): xor eax, 0xffffffff

0_100591c (2): jz 0x76

0_100591e (2): mov ebp, eax

0_1005a4d (2): cmp esp, eax

0_10058f9 (2): adc ebx, ebx

0_10059b8 (3): sub bl, 0xe8

0_1005905 (3): sub esi, 0xfffffffc

0_1005908 (2): adc ebx, ebx

0_10059d5 (7): lea eax, ptr [eax+esi*1+0x541c]

0_10059a1 (2): jnbe 0xfffffff9

0_1005952 (3): sub esi, 0xfffffffc

0_100590a (2): jnb 0xffffffe6

0_100597e (3): add edx, 0x4

0_1005955 (2): adc ebx, ebx

0_1005957 (2): jnb 0xffffffe6

0_1005a47 (4): lea eax, ptr [esp-0x80]

0_1005936 (2): adc ebx, ebx

0_100599c (1): inc edi

0_10058f6 (3): sub esi, 0xfffffffc

0_10059d2 (3): mov ebx, dword ptr [edi+0x4]

0_100599d (2): sub al, 0xe8

0_1005943 (3): sub esi, 0xfffffffc

0_10059a3 (3): cmp byte ptr [edi], 0x1

1_100121e (2): jbe 0xfffffff4

1_1001220 (2): xor eax, eax1_1001212 (3): mov dword ptr [ebp-0x1c], edi

1_1001210 (2): jz 0x7

1_1001217 (7): cmp dword ptr [ecx+0x84], 0xe

1_100120b (5): cmp eax, 0x20b

1_1001298 (1): pop ecx

1_1001299 (5): call 0xc5

1_10013ba (1): pop ebx

1_10013bb (1): leave 

1_10013b8 (1): pop edi

1_10013b9 (1): pop esi

1_10013b0 (7): mov dword ptr fs:[0x0], ecx

1_10013b7 (1): pop ecx

1_10013ad (3): mov ecx, dword ptr [ebp-0x10]

1_1001345 (4): or dword ptr [ebp-0x4], 0xffffffff

1_1001349 (2): mov eax, esi

1_1001316 (2): jmp 0x2f

1_1001310 (6): call dword ptr [0x1001040]

1_1001301 (3): mov dword ptr [ebp-0x34], esi

1_1001304 (3): cmp dword ptr [ebp-0x1c], edi

1_10012ff (2): mov esi, eax

1_10012fc (3): add esp, 0x30

1_1001140 (2): jmp 0x7

1_1001147 (2): push 0x2

1_100146b (6): call dword ptr [0x1001004]

1_1001471 (1): pop ebp

1_1001472 (3): ret 0x8

1_1001453 (6): call dword ptr [0x1001000]

1_1001459 (2): test eax, eax

1_1001448 (6): push dword ptr [0x1002030]

1_100144e (5): push 0x900

1_100143f (1): push eax

1_1001440 (3): lea ecx, ptr [ebp+0x8]

1_100143a (2): mov ebp, esp

1_100143c (2): xor eax, eax

1_1001176 (5): call 0x2c3

1_100117b (2): jmp 0xffffffd5 1_1001439 (1): push ebp

1_100116a (6): call dword ptr [0x100100c]

1_1001170 (1): push eax

1_1001193 (1): pop ecx

1_1001194 (2): jz 0x5

1_1001190 (2): test eax, eax

1_1001192 (1): pop ecx

1_100118a (6): call dword ptr [0x100106c]

1_1001189 (1): push eax

1_1001187 (2): push 0x2e

1_1001120 (1): inc ebx

1_1001121 (1): push esi

1_100111e (2): xor ebx, ebx

1_10013bd (1): ret 

1_10010fd (6): call dword ptr [0x100100c]

1_1001103 (1): push eax

1_1001150 (2): push 0x1

1_1001152 (2): jmp 0x7e

1_10013bc (1): push ecx

1_100114f (1): pop ecx

1_100111a (2): cmp al, 0x73

1_100111c (2): jnz 0x26

1_10014a5 (5): jmp 0xb5

1_100155a (1): pop edi

1_10014c7 (2): jnz 0xfffffff7

1_10014be (2): cmp cl, dl

1_10014c9 (3): cmp byte ptr [edi], 0x0

1_1001228 (2): jmp 0x10

1_1001238 (3): setnz al

1_1001502 (3): mov eax, dword ptr [ebx+esi*4]

1_1001505 (2): test eax, eax

1_10014f5 (1): inc esi

1_10014f6 (6): mov dword ptr [0x1002004], esi

1_1001527 (2): jmp 0xffffffb7

1_10014de (3): add esp, 0xc

1_100151d (a): mov dword ptr [0x10021dc], 0x1002034

1_1001518 (5): call 0xfffffeb2

1_10013ca (1): push ebp

1_1001517 (1): push ecx

1_1001512 (5): push 0x7d1

1_1001511 (1): push eax

1_1001530 (6): mov dword ptr [0x1002008], ecx

1_1001536 (2): jmp 0x21

1_100152a (6): mov dword ptr [0x1002004], esi

1_1001529 (1): inc esi

1_1001181 (6): lea eax, ptr [ebp-0x400]

1_100150c (2): jnz 0x1d

1_100150e (3): movsx eax, dl

1_1001507 (5): mov dword ptr [0x10021dc], eax

1_10014f3 (2): jnz 0x12

1_10014f0 (3): cmp byte ptr [eax], 0x0

1_10014ec (2): xor ecx, ecx

1_10014ee (1): inc eax

1_10014c3 (2): mov cl, byte ptr [edi]

1_10014c5 (2): test cl, cl

1_100154f (2): jmp 0x8

1_1001557 (3): movsx eax, dl

1_1001199 (6): lea eax, ptr [ebp-0x400]

1_1001196 (3): and byte ptr [eax], 0x0

1_1001545 (a): mov dword ptr [0x1002008], 0x1

1_100153f (6): mov dword ptr [0x1002004], esi

1_100145b (2): jz 0x16

1_1001551 (6): inc dword ptr [0x1002008]

1_1001171 (5): push 0x2712

1_1001538 (4): cmp byte ptr [eax+0x1], 0x0

1_100153c (2): jnz 0x15

1_10014ea (2): jnz 0x4e

1_10014e6 (4): cmp byte ptr [edi+0x1], 0x3a

1_10014cc (2): jnz 0x1a

1_10014ce (3): movsx eax, dl

1_10014c0 (2): jz 0x9

1_10014c2 (1): inc edi

1_100155b (1): pop ebx

1_100155c (1): pop esi

1_1001222 (6): cmp dword ptr [ecx+0xf8], edi

1_1001438 (1): ret 

1_1001436 (1): pop esi

1_1001437 (1): leave 

1_1001434 (2): mov eax, esi

1_100142e (6): call dword ptr [0x1001004]

1_1001429 (3): push dword ptr [ebp-0x4]

1_100142c (2): mov esi, eax

1_1001560 (6): jmp dword ptr [0x1001068]

1_100141e (3): push dword ptr [ebp+0x8]

1_1001421 (5): call 0x13f

1_100141a (1): push esi

1_100141b (3): push dword ptr [ebp-0x4]

1_100113b (5): push 0x2714

1_1001414 (6): call dword ptr [0x100101c]

1_1001409 (2): sub eax, edx

1_100140b (2): mov esi, eax

1_1001408 (1): push esi

1_100143e (1): push eax

1_100153e (1): inc esi

1_10010dd (2): mov ebp, esp

1_10010df (6): sub esp, 0x400

1_10010dc (1): push ebp

1_10012f4 (3): push dword ptr [ebp-0x2c]

1_10012f7 (5): call 0xfffffde5

1_10013e1 (3): push dword ptr [ebp+0xc]

1_10013e4 (6): push dword ptr [0x1002030]

1_100114e (1): pop ecx

1_10012f1 (3): push dword ptr [ebp-0x28]

1_10012b9 (6): push dword ptr [0x1002020]

1_10012bf (3): lea eax, ptr [ebp-0x24]

1_1001307 (2): jnz 0x9

1_100155d (3): ret 0xc

1_100112b (3): cmp eax, 0xffffffff

1_10014ef (1): inc ecx

1_1001358 (6): jmp dword ptr [0x100105c]

1_10012e3 (3): mov eax, dword ptr [ebp-0x24]

1_10012ad (5): mov eax, dword ptr [0x1002024]

1_1001292 (6): call dword ptr [0x1001058]

1_1001204 (5): cmp eax, 0x10b

1_1001209 (2): jz 0x21

1_10012a8 (5): call 0xb0

1_1001200 (4): movzx eax, word ptr [ecx+0x18]

1_1001285 (6): cmp dword ptr [0x1002000], edi

1_100128b (2): jnz 0xe

1_10011ce (2): push 0x0

1_10011d0 (6): call dword ptr [0x1001074]

1_10012a3 (5): push 0x1001084

1_10011fe (2): jnz 0x14

1_1001372 (1): ret 

1_10011cd (1): pop ecx

1_100136f (1): ret 

1_100129e (5): push 0x1001088

1_1001445 (3): push dword ptr [ebp+0x8]

1_1001142 (5): push 0x2710

1_10011c6 (1): push eax

1_10011c7 (6): call dword ptr [0x1001070]

1_100136e (1): pop ecx

1_100127b (5): mov dword ptr [0x10021d8], eax

1_1001280 (5): call 0xf0

1_10011c0 (6): lea eax, ptr [ebp-0x400]

1_10012ec (2): mov dword ptr [ecx], eax

1_10012ee (3): push dword ptr [ebp-0x24]

1_10012e6 (6): mov ecx, dword ptr [0x1001064]

1_1001264 (2): mov dword ptr [eax], ecx

1_1001266 (6): call dword ptr [0x1001030]

1_10011e3 (2): xor edi, edi

1_10011e5 (1): push edi

1_10011d9 (5): push 0x10010b0

1_10011de (5): call 0x196

1_10013ac (1): ret 

1_10012d4 (5): push 0x1001080

1_10012d9 (5): push 0x100107c

1_10013a9 (3): mov dword ptr [ebp-0x8], eax

1_10014e3 (1): pop eax

1_10014e4 (2): jmp 0x76

1_100123e (3): mov dword ptr [ebp-0x4], edi

1_1001241 (2): push 0x1

1_10013cb (2): mov ebp, esp

1_10013cd (1): push ecx

1_100128d (5): push 0x1001370

1_10010e5 (1): push ebx

1_10010e6 (1): push esi

1_1001468 (3): push dword ptr [ebp+0x8]

1_100123b (3): mov dword ptr [ebp-0x1c], eax

1_100130a (6): call dword ptr [0x1001074]

1_1001566 (6): jmp dword ptr [0x1001014]

1_1001444 (1): push eax

1_1001370 (2): xor eax, eax

1_10012ca (1): push eax

1_10012cb (6): call dword ptr [0x1001060]

1_1001232 (6): cmp dword ptr [ecx+0xe8], edi

1_10012c3 (3): lea eax, ptr [ebp-0x28]

1_10012c6 (1): push eax

1_1001397 (1): push edi

1_1001398 (3): mov eax, dword ptr [ebp-0x8]

1_1001230 (2): xor eax, eax

1_10014e1 (2): push 0x3f

1_10014ba (2): mov dl, byte ptr [eax]

1_10014bc (2): jz 0x12

1_10014b8 (2): test cl, cl

1_10012c2 (1): push eax

1_1001396 (1): push esi

1_100122e (2): jbe 0xffffffe4

1_1001426 (3): add esp, 0xc

1_1001395 (1): push ebx

1_10012d1 (3): mov dword ptr [ebp-0x30], eax

1_1001215 (2): jmp 0x29

1_100140d (1): push esi

1_100140e (3): push dword ptr [ebp-0x4]

1_10013a2 (7): mov dword ptr [ebp-0x4], 0xffffffff

1_100126c (6): mov ecx, dword ptr [0x1002028]

1_10010f2 (6): call dword ptr [0x1001028]

1_10010f8 (3): cmp eax, 0xffffffff

1_100135e (5): push 0x30000

1_10014d9 (5): call 0xfffffef1

1_1001243 (6): call dword ptr [0x1001038]

1_1001249 (1): pop ecx

1_1001139 (2): jz 0x1b

1_1001154 (5): push 0x400

1_10011e6 (6): call dword ptr [0x1001008]

1_1001363 (5): push 0x10000

1_100124a (7): or dword ptr [0x10021d0], 0xffffffff

1_100145d (3): push dword ptr [ebp+0xc]

1_1001460 (3): push dword ptr [ebp+0x8]

1_1001159 (6): lea eax, ptr [ebp-0x400]

1_10012b8 (1): push eax

1_10014a2 (3): or eax, 0xffffffff

1_1001393 (2): sub esp, eax

1_100136d (1): pop ecx

1_1001279 (2): mov eax, dword ptr [eax]

1_10011ba (6): call dword ptr [0x100101c]

1_10013ea (5): push 0x900

1_1001104 (5): push 0x2713

1_100125e (6): mov ecx, dword ptr [0x100202c]

1_1001166 (2): test eax, eax

1_1001168 (2): jnl 0x15

1_1001368 (5): call 0x56

1_1001272 (2): mov dword ptr [eax], ecx

1_10011b2 (1): push eax

1_10011b3 (6): lea eax, ptr [ebp-0x400]

1_1001251 (7): or dword ptr [0x10021d4], 0xffffffff

1_100115f (1): push eax

1_1001495 (4): mov ebx, dword ptr [esp+0x10]

1_1001499 (3): mov eax, dword ptr [ebx+esi*4]

1_100134b (5): call 0x62

1_10013d9 (2): push 0x0

1_10013db (3): lea eax, ptr [ebp-0x4]

1_1001109 (5): call 0x330

1_10013be (6): jmp dword ptr [0x100103c]

1_1001274 (5): mov eax, dword ptr [0x1001044]

1_1001463 (5): call 0x103

1_10011b9 (1): push eax

1_100122a (4): cmp dword ptr [ecx+0x74], 0xe

1_10010fb (2): jnz 0x13

1_10011ec (5): cmp word ptr [eax], 0x5a4d

1_10011f1 (2): jnz 0x21

1_1001258 (6): call dword ptr [0x1001034]

1_1001160 (6): call dword ptr [0x1001024]

1_10012c7 (3): lea eax, ptr [ebp-0x2c]

1_10013fa (1): ret 

1_100139b (3): mov dword ptr [ebp-0x18], esp

1_1001122 (1): push edi

1_1001123 (3): push dword ptr [ebp+0x8]

1_100139e (1): push eax

1_100110e (3): mov edi, dword ptr [ebp+0xc]

1_1001126 (5): call 0x34f

1_100149c (3): cmp byte ptr [eax], 0x2d

1_100149f (1): push edi

1_100139f (3): mov eax, dword ptr [ebp-0x4]

1_10014b0 (4): mov edi, dword ptr [esp+0x18]

1_10014b4 (2): add eax, ecx

1_1001443 (1): push ecx

1_1001475 (1): push esi

1_10013df (2): push 0x0

1_1001476 (6): mov esi, dword ptr [0x1002004]

1_10012b2 (3): mov dword ptr [ebp-0x20], eax

1_100148a (2): jl 0xa

1_100148c (3): or eax, 0xffffffff1_1001494 (1): push ebx

1_10012b5 (3): lea eax, ptr [ebp-0x20]

1_100148f (5): jmp 0xcd

1_10013ef (6): call dword ptr [0x1001000]

1_100138b (4): mov dword ptr [esp+0x10], ebp

1_100138f (4): lea ebp, ptr [esp+0x10]

1_10014b6 (2): mov cl, byte ptr [edi]

1_10013de (1): push eax

1_1001411 (3): push dword ptr [ebp-0x4]

1_10013fb (3): mov eax, dword ptr [ebp-0x4]

1_10013fe (3): lea edx, ptr [eax+0x1]

1_1001309 (1): push esi 1_10010e7 (1): push edi

1_1001480 (a): mov dword ptr [0x10021dc], 0x1002034

1_1001350 (1): ret 

1_10010e8 (5): push 0x1002040

1_10010ed (5): push 0x101

1_1001374 (5): push 0x10013c4

1_10011f3 (3): mov ecx, dword ptr [eax+0x3c]

1_1001149 (5): call 0x281

1_1001379 (6): mov eax, dword ptr fs:[0x0]

1_100137f (1): push eax

1_10011f6 (2): add ecx, eax

1_10011f8 (6): cmp dword ptr [ecx], 0x4550

1_1001111 (2): xor ebx, ebx

1_1001113 (5): mov esi, 0x10010ac

1_1001380 (7): mov dword ptr fs:[0x0], esp

1_1001118 (2): jmp 0x9

1_1001387 (4): mov eax, dword ptr [esp+0x10]

1_100147c (4): cmp esi, dword ptr [esp+0x8]

1_100112e (2): jnz 0xffffffec

1_1001130 (5): mov eax, dword ptr [0x1002004]

1_1001135 (4): cmp dword ptr [edi+eax*4], 0x0

1_10012de (5): call 0x7a

1_100117d (2): test ebx, ebx

1_100117f (2): jz 0x1a

1_100119f (3): lea edx, ptr [eax+0x1]

1_10011a2 (2): mov cl, byte ptr [eax]

1_1001406 (2): jnz 0xfffffffb

1_1001401 (2): mov cl, byte ptr [eax]

1_10011a4 (1): inc eax

1_10011a5 (2): test cl, cl

1_10011a7 (2): jnz 0xfffffffb

1_10011a9 (2): sub eax, edx

1_10011ab (1): push eax

1_10014d7 (2): push 0x1

1_10011ac (6): lea eax, ptr [ebp-0x400]

1_10014d2 (5): push 0x7d0

1_10013d8 (1): push eax

1_10013f9 (1): leave 

1_10014a0 (2): jz 0xa

1_10013f7 (2): jnz 0x4

1_10014aa (6): mov ecx, dword ptr [0x1002008]

1_1001403 (1): inc eax

1_10014d1 (1): push eax

1_10013ce (1): push ecx

1_10013cf (3): lea eax, ptr [ebp+0x10]

1_10013d2 (3): mov dword ptr [ebp-0x8], eax

1_10013d5 (3): lea eax, ptr [ebp-0x8]

1_10014fc (6): mov dword ptr [0x1002008], ecx

1_10013f5 (2): test eax, eax

1_1001404 (2): test cl, cl

• Each piece is a site = "gene"


• Correlation of sites triggers an alert


• All sites are in a data base



Morphological analysis in a nutshell

Signatures are abstract 
flow graph

Detection of subgraph in program flow graph 
abstraction



Part 6 :  
A step backward … 



Von Neumann (1952), Burke

Codd, Langton, …

ESSA y EIGHT

The Abstract Theory of Self-Reproduction

JOHN MYHILL

INSOFAR as 1 understand the meaning of the phrase "general sys-
tems theory," "systems" is meant to include both biological and
man-made systems, and "general" implies a certain amount of ab-
straction from the details of anatomy and engineering. ln this vague
sense of the phrase, the discussion of general principles underlying
the simulation of lifelike phenomena, in particular reproduction by
man-made automata, falls nicely within the discipline of general
systems theory. ln this essay l shall consider some principles
underlying the simulation of reproduction which are of interest (1)
because of their extreme generality and abstractness and (2) because
they show that the existence of self-reproducing machines is only a
very special case of a much wider phenomenon, the theory of which
might conceivably be applied to situations of quite a different kind
from those occurring in biological simulation. Roughly l shall show
that, granted certain very elementary properties of the "machines"
considered, there exist machines whose "offspring" stand in any
desired relation to them; for example, the offspring may be a mirror
image of the parent, two attached repli cas of the parent, a blueprint
for building the parent, and sa on. (Exact) self-reproduction, i.e.,
production of an offspring identical with the parent, is merely the
simplest case of this. Finally we shall sketch a proof, from our simple
idealized assumptions concerning machines, of the existence of a
machine-building machine from which the successive generations of
descendants become in a certain sense more and more intelligent.
Reprinted by permission of the publisher, John Wiley and Sons, New York,
from pp. 106-118 of Views on General Systems Theory, Proceedings of the
Second Systems Symposium at Case Institute of Technology, edited by
Mihajlo D. Mesarovié, 1964.

Il':j

Confluence of ideas in 50’, 60’, …



Kleene 2nd recursion theorem

(1938) For every program P there is P* such that 
⟦P*⟧(data) = ⟦P⟧(P*,data)

S. Kleene A still mind-boggling theorem with a  
very short constructive proof ! But quite tricky … 

  Effective construction of reflexive program
 Key programming construction 

A link between recursion and duplication 
Easy way to write virus compilers 



A tower of interpreters

Construct
interpreters

Hardware

Interpreter 1

data = programs

Interpreter 2

Interpreter 3

.

.

.Successive generations
become 

more and more evolved

Each interpreter
knows 

his descendants



A beginning … 70’ … 80’ … 

v1 v2 ... vn v’1 v’2 v’m...

F. cohen (1983) L. Adleman

main() { char *s="main() { char *s=%c%s %c; 
printf(s,34,s,34); }"; printf(s,34,s,34);}

K. Thompson (with D. Ritchie) : "The cutest program I ever wrote"

A trojan horse that infects a compiler

A model of viral se based on Turing Machine

Computer viruses are born

Duplication



A step backward … to take inspiration from Immunology 

1.Bugs are important to take over a host/victim computer 

2.A virus protects itself  and also protects against super-infection 

3.A virus self-modifies and mutates  

4.A virus may be seen as a bot inside a net of bots

A virus is a virus, Lwoff

Adaptative Immune system



A lot of open questions
1. Needs of a new approach to detect malware 

How to detect variant of known malware?


How to identify unknown threat?


How to cartography functionality of a binary code? with their relationships? 


Is this piece of code similar to another one ?


Combining formal methods and machine learning


2. Programming questions 

What is a self-modifying programs ? How to build a compiler ? 


Evolving programs ? 


3. Jumping out of the box  

Toward an artificial immunology …

Read, work and meditate
Jean-Yves.Marion@loria.fr

mailto:Jean-Yves.Marion@loria.fr

